NudopmanuoHHasi mnaMATKA IS 00yYAOIIUXCS JJs1 pa3MelieHus Ha 0(pMIMATbHBIX
HNuTepHeT-pecypcax

C KaXIIbIM T0JIOM MOJIOJIC)KH B MHTEPHETE CTAHOBUTHCS OOJIbIIE, a IIIKOJIBHUKU OJTHU U3
CaMbIX AKTUBHBIX ITOJb30BaTenel PyHera. Mexnay TeM, MOMHMO OrPOMHOIO KOJWYECTBA
BO3MOJKHOCTEH, HHTEPHET HECEeT W MpoOJeMbl. DTa MaMsATKa JI0OJDKHA TTOMOYb Tebe Oe30macHo
HaXOJUTHCS B CETH.

Komnviomepnvie eupycoi

KoMmmnbrorepHslii BUpYC — 3TO Pa3HOBHIHOCTb KOMIIBIOTEPHBIX IIPOrPaMM, OTIIMYUTEIIBHON
0COOEHHOCTBIO KOTOPOH sBIsETCS CHOCOOHOCTh K PasMHOXKEHHUIO. B jomonHeHue k 3ToMmy,
BHUPYChI MOT'YT IIOBPEAUTD WIIM MTOJIHOCThIO YHUUTOXXUTD BCe (ailiibl U JaHHbIE, [IOJKOHTPOJIbHbIE
H0JIb30BATENI0, OT UMEHH KOTOPOTro Obliia 3aIylieHa 3apaxEHHas IporpamMma, a Takxke OBPEIUTh
WIH JJa)K€ YHUUYTOXKUTh ONEPALMOHHYIO CUCTEMY CO BceMH (aiiamu B 1iesioM. B GomnbiinHcTBE
CJIy4aeB pacIpOCTPaHAIOTCS BUPYCHl YEPE3 UHTEPHET.

MeTobl 3a1IUTEl OT BPEJOHOCHBIX IIPOTpaMM:

1. Hcnonb3yii cOBpeMEHHbIE ONEPALMOHHBIE CUCTEMBI, UMEIOLUE CEPbE3HBI YPOBEHD
3aLUTBI OT BPEJOHOCHBIX IIPOrPaMM;

2. TlocrosiHHO ycTaHaBimMBaii mauTé (IUGPOBBIE 3aIUIATKH, KOTOPHIE aBTOMATHYECKH
YCTaHABJIMBAIOTCS C ILI€JIbI0 JOPAOTKH MPOrpamMMbl) U Jpyrue OOHOBJIEHMS CBOEH
OTIepaIMOHHOM cucTeMbl. CKauMBail X TOJBKO ¢ OQHUIIMAILHOTO caiiTa pa3padoTynKa
OC. Ecnu cymiecTByeT peKuM aBTOMAaTHYECKOI0 OOHOBJICHUS, BKIIIOUH €T0;

3. Paboraii Ha cBOeM KOMITbIOTEpE TIOJ] TPaBaMU IOJIL30BATENS, a HE aIMHUHHUCTPATOpA.
3TO HE MO3BOJUT OOJIBIIMHCTBY BPEIOHOCHBIX MPOrPaMM HHCTAITUPOBAThCS Ha TBOEM
MIEPCOHAIIBHOM KOMIIBIOTEPE;

4. Hcnonb3yil aHTUBUPYCHBIE NPOTPAaMMHBIE MPOJYKTHI U3BECTHBIX MPOU3BOJIUTENEH, C

aBTOMaTHYECKUM OOHOBIIEHHEM 0a3;

Orpannyb pU3MUECKUIl JOCTYI K KOMIIBIOTEPY JUIsl TOCTOPOHHHUX JIUIL;

6. Hcnonp3yii BHEIIHME HOCUTENN HH(DOpMAINK, Takue Kak (hiemka, TMcK win (air u3
UHTEPHETA, TOJIBKO U3 MPO(EepeHHBIX HCTOUHUKOB;

7. He oTkpeiBail KOMIbIOTEpHbIE (ailyibl, MOJyYEeHHbIE U3 HEHAIEXKHBIX HMCTOYHUKOB.
Haxe T1e ailnbl, KOTOpple HpUCIad TBOM 3HaKOMbIH. Jlydmie yTrouHu y Hero,
OTIIPaBJISsUI JIU OH Te0e MX.

o

Cemu WI-FI

Wi-Fi - 370 He Bu/ Mepesaun JaHHBIX, HE TEXHOJIOTHS, a BCETO JIUIIb OpeH 1, mapka. Emre
B 1991 rony Hunepnanjackas kommnaHus 3apeructpuponana opena «WECA», uro o6o3Hauano
cinoBocovetanue «Wireless Fidelity», KOTOpbIi TepeBOAUTCS KaK «OECIIPOBOIHAS TOYHOCTHY.

Jlo Hamlero BpeMeHM JolIa jApyras aOOpeBuaTypa, KOTOpas sBISETCS TaKOW iKe
TexHosoruei. 9to abopeBuarypa «Wi-Fi». Takoe Ha3BaHue ObUIO 1aHO C HAMEKOM Ha CTaHJApT
BbICIINH 3BYKOBOM TexHuKH Hi-Fi, uTo B mepeBosie 03HaUaeT «BbICOKAsI TOUHOCTHY.

Jla, OecrimaTHBIN MHTEPHET-IOCTYI B Kade, OTeNsAX M adpornopTax SBISIETCS OTIUYHOU
BO3MOXKHOCTBIO BBIXO/Ia B UHTEpPHET. HO MHOTHE 3KCIIEPThI CYUTAOT, YTO oOuienoctymnubie Wi-Fi

CETH HE SIBJIAIOTCS 0€30IIaCHBIMU.

Cogertsl 110 6e30macHOCTH paboTe B 00IIe 0CTYMHBIX ceTsax Wi-fi:


http://gimn-keg.ru/setevichok.htm
http://gimn-keg.ru/setevichok.htm

He mepenaBaii cBoro nuuHyro uH(popmanuio uepe3 obmienocrynHsie Wi-Fi certu.
PaGoras B HuX, j)xenaTenbHO HE BBOAUTH ApOJIM IOCTYIIA, JIOTHHBI U KaKue-TO HOMEpa;
Hcnonp3yit 1 0OHOBIIAH aHTUBUPYCHBIE MPOTpaMMBbl M OpaHamayep. TeM caMbIM Th
o0e3omnacuilb cedst OT 3aKaYyKy BUpYyca Ha TBOE YCTPOICTBO;

[Ipu ucnonb3oBanun Wi-Fi otkmoun ¢ynkmuio «OOmmii noctyn kx daitnam u
npuHTepam». JlaHHas QyHKUMS 3aKpblTa O YMOJYAHUIO, OIHAKO HEKOTOpbIE
MOJIb30BATEIIM aKTUBUPYIOT €€ ISl yA00CTBa UCIONIb30BaHus B paboTe mim yueoOe;

He ucnonp3yit nyommunbii WI-FI nns nepemaun MUYHBIX J@HHBIX, HaIpUMEp, IS
BBIX0/Ia B COI[MATIbHBIC CETU UJTU B JIEKTPOHHYIO MOYTY;

Hnonp3yit Tonbko 3amuuieHHoe coenuHenue yepe3 HTTPS, a ne HTTP, T.e. nipu
Habope BeO-aapeca BBOAM UMEHHO «https://»;

B wmoOmneHoM Tenmedone orkiaroun  pynkuuio  «llogkimrouenne k- Wi-Fi
apToMarudeckn». He nomyckail aBTOMaTHYECKOr0 MOAKIIOYEHUST YCTPOMCTBA K CETAM
Wi-Fi 6e3 TBoero coriacusi.

COZ/;MClﬂbele cemu

CornuanbHble CeTH aKTUBHO BXOJAT B HAIIly KU3Hb, MHOTHE JIIOJIM PA0OTAIOT U )KUBYT TaM
nocTossHHO, a B Facebook yxke 3aperucTpupoBaH MUIUTHAp] YEIOBEK, YTO SIBISIETCS OJHOM
ceIbMOM BceX JKHUTeNell mMmiuaHeThl. MHOTHME MOJb30BaTeNd HE MOHUMAIOT, YTO HH(popMaIus,
pa3MelIeHHass UMM B COITMAIBHBIX CETSIX, MOXKET OBbITh HaWJI€HA M HCIIOJIb30BaHA KEM YTOIHO, B
TOM YHUCJIE€ HE 0053aTebHO ¢ OJIarMMH HAMEPEHHSIMH.

OCHOBHBIE COBETEHI IO 0€30MaCHOCTH B COLIMaJIBHBIX CCTAX:

1.

2.

Orpanuub CHUCOK Jpy3ed. Y TeOs B ApPY3bAX HE JODKHO OBbITh CIy4YallHBIX W
HE3HAKOMBIX JIIOJEH;

3amumniail cBolo YacTHyIO *u3Hb. He ykaspiBail maponu, TeneQoHsbl, anpeca, HaTy
TBOETO POXKACHUSA U JPYryl0 JIMYHYI0 HHGOpMaluioo. 3JI0YMBIIUIEHHUKH MOTYT
HCIOJIb30BaTh Jake MH(OpPMalMIO O TOM, KaK Thl U TBOU POAMTENH IJIAaHUPYETE
MIPOBECTU KaHUKYJIbI;

3amuinai CBOI penyTaluio - IEP>KH €€ B YUCTOTE M 3aJiaBail cebe BOMpoc: XOTe Obl
ThI, YTOOBI ApYyrHe MOJb30BaTeNId BUJENH, UYTO Thl 3arpyxaeus? Ilogymaii, npexne
9YeM YTO-TO ONyOJIMKOBATh, HAIIMCATh U 3arpy3UTh;

Ecnu TbI TOBOPHILB C JIFOABMH, KOTOPBIX HE 3HACIIb, HE UCIIOJIb3YH CBOE PEAIbHOE NMS
U APYTYIO JINYHYIO HH(OPMALIUU: UM, MECTO )KUTEIbCTBA, MECTO Y4€ObI U MTPOYEE;
W36eraii pazmemienus ¢pororpaduii B MHTEpHETE, e Thl H300pakeH Ha MECTHOCTH,
10 KOTOPOI MOYHO OMPEENIUTh TBOE MECTOIIOIOKEHHE;

[Ipu peructpanuu B COIMAILHON CETH HEOOXOAUMO UCIIOIB30BaTh CIO0XKHbIE MApPOJIH,
cocrosre u3 OyKB ¥ UQP U ¢ KOJTUISCTBOM 3HAKOB HE MEHEE §;

Jlnst conuanbHON CeTH, MOYTHl M JPYTUX CaiTOB HEOOXOJMMO HUCIOIb30BATh Pa3HbIE
napoiu. Toraa ecinu Te6s B3JIOMAKOT, TO 3JI0YMBIIUIEHHUKH MOTY4aT AOCTYI TOJIBKO K
OJIHOMY MECTY, a HE BO BCE Cpa3y.

OnexmponHvle 0eHbeu

3J'ICKTpOHHBIe JCHBI'H — 3TO OYCHb y,Z[O6HLII71 CII0co0 HnaTexceﬁ, OIHAaKO CYHICCTBYIOT
MOIICHHUKH, KOTOPBIC XOTAT MOJYUYUTH O9TU ACHBI'U.

QHGKTPOHHBIG JCHBI'H IIOABHJIMCH COBCEM HC€IaBHO W HMMCHHO H3-3a 3TOIO BO MHOTHX
rocyaapCTBax A0 CHUX IMOP HC NPOMNHCAHO ITPO HUX B 3aKOHAX.
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B Poccun sxe oHM QYHKITMOHUPYIOT M O HUX yXK€ TPOIHCAHO B 3aKOHE, TJI€ UX Pa3AeysioT
Ha HECKOJIbKO BUJI0B — aHOHUMHBIE U HE aHOHUMHBIE. Pa3HKIla B TOM, 4YTO aHOHUMHBIE - 3TO T€, B
KOTOPBIX pa3pemaercss MpOBOAUTH Olepauuu 0e3 WACHTH(PHUKAIMK IMOJb30BaTeNsl, a B
HEaHOHMMHBIX MJIEHTH()UKALIMYU T10JIb30BaTENIs ABJISIETCS 0053aTEIbHOM.

Taxxke cienyer paznuyarh 3JEKTPOHHBbIE (UATHBIE JEHBIU (PaBHBI rOCYAApCTBEHHBIM
BAIIOTaM) U DJIEKTPOHHBIE He(hUATHBIE ICHBIU (HE paBHBI TOCYIAPCTBEHHBIM BAJTIOTAM).

OcHOBHBIE COBETHI 0 6€30MaCHOM paboTe ¢ IEKTPOHHBIMH JICHbIaMHU:

1. TlpuBsxu K cyeTy MOOWJIBbHBIN TeledoH. DTO camblii yIOOHBIM M OBICTPBIM CIIOCOO
BOCCTAHOBUTH JOCTYH K cueTy. lIpuBsi3anHbI TenedoH MOMOXKET, eciau 3al0yelb
CBOH IUIATEKHBIN NAPOJIb WM 3alICIIb HA CAUT C HE3HAKOMOI'O YCTPOMCTBA;

2. Wcnonb3yii oqHOpa3oBkie mapoiu. [locie mepexoaa Ha YCUIICHHYIO aBTOPHU3AIUI0 Te0e
yke He Oy/IeT yrpoXaTh OMAaCHOCTh KPaXKH MITU TMepexBarta MIaTeKHOro MapoJis;

3. BwiGepu cioxsbiii mapoib. [Ipectymamkam OyneT HE MPOCTO yraaath CIIOKHBIN
napoJib. HaziesxHpie napoiim — 3TO mapoiu, KOTOPbIE COJIepKaT HE MEHEe 8 3HAKOB U
BKJIFOYAIOT B c€0sl CTPOYHBIC U MPOIUCHBIC OYKBBI, IU(PHI B HECKOIHKO CHMBOJIOB,
TaKWe KaK 3HaK Jouiapa, pyHTa, BOCKIMIIATENIbHBIN 3HaK U T.11. Hanpumep, $tROng!;;

4. He BBOJIM CBOM JIMYHBIC JAHHBIC HA CAalTaX, KOTOPHIM HE JIOBEPSEIIIb.

afleKmPOHHafl nouma

DneKTpOHHAas OYTa — 3TO TEXHOJIOTHUS U MPEJOCTABISIEMbIE €10 YCIYTHU IO NMEPECHUIKE U
MOJTYYEHHUIO AJIEKTPOHHBIX COOOIICHHI, KOTOpBIE pACIpEAENsIOTCS B KOMIIBIOTEPHOW CEeTH.
O6bIuHO 3JIEKTPOHHBIN MTOYTOBBIN SIIIHAK BBITJISTAT CJIEIYIOLUM oOpa3zom:
UMs_TOJIb30BaTesI(@KUMsL_JoMeHa. Takke KpoMme Iepefjaud MpoCTOro TEKCTa, HMEeTcs
BO3MOXKHOCTb NepeaaBaTh (paiibl.

OcHOBHBIE COBETHI IO 0€30MacHO paboTe ¢ ANEKTPOHHON MTOUTOM:

1. Hano BeIOpaTh NMpaBUIIbHBIN MTOYTOBBIM cepBUC. B MHTEpHETE €CTh OrpOMHBIN BHIOOD
OecrIaTHBIX MMOYTOBBIX CEPBUCOB, OJIHAKO JIyUllle JOBEPATh TEM, KOI'O 3HACIIb U KTO
IIEPBBII B PEUTHUHTE;

2. He ykaspiBaii B TUYHOW mouTe JIHYHYIO WH(popMmanmioo. Hampumep, nydme BIOpaTh
«My3bIKaJIbHBIN _(panaT@» miu «pok2013» BMecTo «remal3»;

3. Hcmonb3yii IByXdTaTHYIO aBTOPU3AIMIO. DTO KOTJa TTIOMUMO TapoJisi HY)KHO BBOJIUTH
KOJI, IpHUChLIaeMblIil mo SMS;

4. BpiOepu CIOXHBIA Maposib. [ KaXI0ro TMOYTOBOTO SIIIUKA JTOJDKEH OBITh CBOM
HAJICKHBIM, YCTOWUMBBIN K B3JIOMY I1apOJIb;

5. Ecnmm ectb BO3MOXXHOCTh HAalMCaTh CaMOMY CBOM JIMYHBIA BOIPOC, WCIIONB3YH 3TY
BO3MO>XHOCTB;

6. HMcnonp3yld HECKONBKO TOYTOBBIX SIUKOB. [lepBBI JIsi YaCTHOM MEPENMUCKU C
ajpecaTaMM, KOTOPbIM Tbl JOBEpACLIb. OJTO DJJIEKTPOHHBIA aApec HE Haao
MCIOJIb30BaTh IPU PErUCTpaluU Ha GopyMax U caiTax;

7. He otkpsiBaii paiiiasl U Jpyrue BIOKEHUS B MMChMAaX JJaykKe €CJIM OHU NMPHIIUINA OT TBOUX
npy3ei. Jlydine yTouHu y HUX, OTIPABIISUIM JIM OHU TeOe 3TH (albl;

8. Ilocne okoH4aHust pabOTHI HA TOYTOBOM CEPBHUCE MEPE] 3aKPHITUEM BKIIA/IKH C CANTOM
He 320y HaXKaTh Ha «BBIATHY.
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Kubepbynnune unu supmyanvroe u30e8amenbcmeo

KubepOymnuHar — mpeciiefoBaHue COOOIICHUSAMH, COJACPXKAIUMH  OCKOPOJIeHus,
arpeccuio, 3alyruBaHue; XyJIUTaHCTBO; COIMAIbHOE OOWKOTHPOBAHUE C MOMOIIBIO Pa3IUYHBIX
WHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO 60PHOE ¢ KUOEPOYIITMHIOM:

1.

no

o

He Gpocaiicst B 60ii. Jlydmmuii crmoco6: mocoBeToBaThcs Kak ceOsi BECTH U, €CJIM HET
TOr0, K KOMY MOYXHO OOpaTUThCS, TO BHAdaje YCHOKOWTbCS. EcnM Thl HayHellb
OTBeYaThb OCKOPOJEHHSIMH Ha OCKOPOJIEHHUS, TO TOJIBKO elle OOJbIIe Pa303KKellb
KOH(JIUKT;

VYnpasnsii cBoelt kubeppemnyranuei;

AHOHMMHOCTh B ceTu MHuMas. CyIlecTBYIOT CIOCOOBI BBISICHUTH, KTO CTOUT 3a
AHOHHUMHBIM aKKayHTOM;

He crouT BecTn Xynuranckuii o0pa3 BUPTYyalIbHOM Ku3HU. IHTEpHET (huKCUpyeT Bce
TBOM JICUCTBUS U COXPAHSAET UX. Y AAIUTh UX OyJeT KpaliHe 3aTpyAHUTEIBHO;
Cobunronait cBOI BUPTYaJIbHYIO YECTh CMOJIOAY;

Urnopupyit equHnaHbIi Heratus. OAHOPa30Bbie OCKOPOUTEIbHBIE COOOLICHUS TyYIIe
UrHOpUpoBaTh. OOBIYHO arpeccHst MpeKpaIIaeTcst Ha Ha4aJIbHOM CTa/Iny;

ban arpeccopa. B mporpamMMax oOMeHa MTHOBEHHBIMU COOOIICHUSIMH, B COITHAIIbHBIX
CeTSIX €CThb BO3MOYKHOCTb OJIOKUPOBKHM OTIPABKU COOOILIEHUI C OMNpeesIeHHbIX
a/IpecoB;

Ecin Thl cBugerens kubepOymuinHra. TBou JEWCTBUA: BBICTYIUTh IPOTUB
mpecieaoBarens, MOKa3aTh €My, YTO €ro JeHCTBUS OLEHUBAIOTCA HEraTUBHO,
MOJAJEPKaTh KEPTBY, KOTOPOM HYXKHA IICHUXOJIOTUYECKash IOMOIb, COOOIIUTH
B3pOCIIBIM O (paKTe arpecCUBHOIO MOBEACHUS B CETH.

Mobunvuviii menegon

CoBpemeHHbIe cMapT(OHBI U IUTAHIIETHI COAEPKAT B ceOe BIIOJIHE B3POCIbIN (yHKIIMOHAT,
U Tenepb OHM MOTYT KOHKYpHUPOBAaTh CO CTallMOHAPHBIMU KoMmmbioTepaMu. OOHaKoO, CpeiCTB
3aIUTHI JJIs1 TOAOOHBIX YCTPOUCTB MTOKA O4Y€Hb MaJo. TecTupoBaHHe M MOUCK YA3BUMOCTEN B HUX
IIPOMCXOIUT HE TaK MHTEHCUBHO, Kak Juts [1K, To skxe camoe kacaercss 1 MOOMIBHBIX TPUIIOKEHUH.

COBpCMeHHI)IG MOOMJILHBIE 6pay3€p1>1 YK€ MPAKTUYUCCKH JOTHAJIM HACTOJIbHBIC aHaJIOr'u,
OIHAaKO pacHIupCHUC (byHKLII/IOHaJ'Ia BIIeUET 3a co0oI 6OJ'IBI_LIy}O CJIO)KHOCTb M MCHBIIYIO
3alIUIICHHOCTD.

Hanexo HC BCC MPOU3ZBOAMTECIN BBIITYCKAKOT O6HOBJ’I€HI/I$I, 3aKPBIBAIOIINEC KPUTHUUYCCKUEC
YA3BUMOCTHU [JIA CBOUX YCTpOﬁCTB.

OCHOBHBIC COBETBI JJIA 0e30IMacHOCTH MOOUIBLHOTO TCJ'IC(I)OHaI

1.

gk w

Hwudero He siBnsieTcs mo-HacTosmeMy OecriaTHBIM. Byis ocToposkeH, Beib Koraa Tede
npeJularaloT O0ecIulaTHhI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKMe-TO IUIATHBIE
YCITyTH;

Hymaii, npexxae yem otnpaBute SMS, ¢oTto miu Buaeo. Thl TOYHO 3HAEIIb, TJ€ OHU
OyIyT B KOHEYHOM UTOTE?

Heo6x0a1Mo0 0OHOBIIATE ONEPAIIIOHHYIO CUCTEMY TBOETO CMapT(OHA;

Hcrionp3yii aHTUBHPYCHBIE TPOTPAMMBI IS MOOMIIBHBIX TEIEe(OHOB;

He 3arpy»aii npuioXeHust 0T HEM3BECTHOT'O UCTOYHHKA, BEJIb OHU MOTYT COJIEpXKAaTh
BPEIOHOCHOE MTPOTPaMMHOE 00eCTIeUeHHE;


http://gimn-keg.ru/setevichok.htm
http://gimn-keg.ru/setevichok.htm

6. Ilocne Toro kak Thl BBIHJCIIL C CaiiTa, IJie BBOJIWI JMYHYIO MH(POpPMALNIO, 3aii11 B

HaCTpPOMKHU Opay3epa u ynanu cookies;

[leproandecku MpoBepsiii Kakue IIaTHBIE YCIYTH aKTHBUPOBAHBI HA TBOEM HOMEPE;

8. JlaBaii cBoii HOMep MOOWJIBHOrO TejaedoHa TOJIBKO JIOJSM, KOTOPHIX Thl 3HACIIb U
KOMY JTOBEPSICIIb;

9. Bluetooth gomxkeH OBbITh BBIKJIIOYEH, KOTJIa Thl MM HE Mojb3yenibes. He 3a0biBaii
WHOTJIa TIPOBEPATH ITO.

~

Online ueput

CoBpeMEHHbIE OHJIAMH-UIPbl — 3TO KPACOYHBIE, 3aXBaThIBAIOIIME pa3BICUYCHUS,
00BEIMHSAIOIINE COTHU THICSY YeJIOBEK IO BceMy Mupy. MIrpoku uccienyroT JaHHBI UM MHp,
00IIaI0TCs IPYT C APYTOM, BBIIOJIHSAIOT 3a/1aHU, CPAXKAIOTCS C MOHCTPAaMU U TOIY4YarOT OIBIT. 3a
yJIOBOJIBCTBHUE OHM ILIATAT: MOKYNAOT JUCK, OIUIAYMBAIOT A0OHEMEHT WM IPUOOpETaoT KaKkue-
TO OIILUHU.

Bce atm cpexcrtBa MayT Ha INOJACpKAHUME W pa3BUTHUE UIPHI, a TaKKe Ha camy
0€30I1aCHOCTb: COBEPILEHCTBYIOTCSI CHCTEMBbl AaBTOPU3ALlMM, BBITYCKAIOTCS HOBBIE MAT4U
(unpoBbIe 3aIUIATKA AJIST IPOTPAMM ), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B HOZ[O6HI)IX urpax CTouT OIacarbCd HE CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KpPaXu
TBOCTO I1apO0JIsd, HAa KOTOPOM OCHOBaHa CUCTEMA aBTOPHU3aAlINH OOJIBIIIMHCTBA Hrp.

OcCHOBHbBIE COBETHI 10 O€30MaCHOCTHU TBOET'O UTPOBOI'0 aKKayHTa:

1. Ecnu npyroii urpok BeneT cedst MI0Xo WIK co3JaeT Te0e HENPUATHOCTH, 3a010KUPYH
€r0 B CIIMCKE UTPOKOB;

[Toxany¥icds aIMMHHMCTpAaTOpaM WIPbl Ha IIOXOE€ IIOBEJEHUE JOTOr0 WIPOKa,
JKEJIaTeIbHO IPUIIOKUTDH KaKHE-TO JOKA3aTeNbCTBA B BUJIE CKPUHOB;

He ykaspiBail muunyto nHpopMarluio B mpodaiine urpsl;

VYBaxail Ipyrux y4aCTHUKOB I10 UTPE;

He ycranaBnuBaii HeouMaabHbIe TATYH U MO/IBI,

Hcnonb3yi CII0KHBIE U pa3HbIE N1apOJIy;

Jlaxxe BO BpeMsI UIPbl HE CTOWUT OTKJIIOYAaTh aHTUBHpYC. [Ioka ThI mrpaems, TBOU
KOMIIBIOTEP MOT'YT 3apa3uTh.

N

Nookw

Duwiune unu Kpaosica TU4HblX OQHHbIX

OObI4HOM Kpameﬁ ACHCT U OOKYMCHTOB CCTOIAHS YK€ HHUKOI'O HC YI[I/IBI/IfI_HL, HO C
pasBUTHEM I/IHTepHeT-TeXHOJ'IOFI/Iﬁ 3JIOYMBIIIJICHHUKH  TNIEPEMCECTHUIINCE B HHTCPHET, U
MpoaOJIKAKOT 3aHUMATHCA «TIOOMMBIM)» ACIIOM.

Tak mosiBUIIach HOBas yrpo3a: MHTEPHET-MOIIEHHUYECTBA WM (DUILUHT, IJIaBHAs ILEJb
KOTOPOTO COCTOMT B TIOJYYE€HUH KOH(MWICHIIMANBHBIX JaHHBIX ITOJIb30BaTeNieii — JIOTHHOB U
naposieii. Ha anrnuiickom si3bike phishing unraercs kak ¢umunr (ot fishing — priGHas noBins,
password — mapouis).

OcHOBHBIE COBETHI IO O0PBLOE ¢ PUITHHTOM:

1. Cnemm 3a cBoumM akkayHTOM. Ecnu Thl moJxo3peBaciib, YTO TBOS aHKETa Obuia
B3JIOMaHa, TO HE00XO0IMMO 3a0JIOKMPOBATH €€ U COOOIIUTH aIMUHUCTpATOpaM pecypca
00 3TOM KaK MOXHO CKOpEe;

2. Hcnonb3yii 6e30macHbIe BeO-CalThI, B TOM YHCIIC, HHTEPHET-Mara3uHoB U MTOMCKOBBIX
CHUCTEM,;
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3. Hcnonp3yil ciaoxHBIE M pa3Hble Mapoid. TakuMm oOpa3om, eciau TeOs B3JIIOMAIOT, TO
3JI0YMBIIIJICHHUKH T10JIy4aT JOCTYI TOJIBKO K OJHOMY TBOEMY IPO(MIIIO B CETH, a HE
KO BCEM;

4. Ecnu tebs B310Manu, TO HEOOXOIUMO MPEAYNPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOpbIE

no0aBiieHbl y T€OSI B IPY3bsX, O TOM, YTO TeOs B3IOMald M, BO3MOXHO, OT TBOETO

MMEHHM OyZeT pacchlIaThCsl CIaM U CChUIKU Ha (DUIIMHIOBBIE CATHI;

YcranoBu HagexHbii mapois (PIN) Ha MoOmIbHEIH TenedoH;

OTkII04M cOXpaHEeHue Maposst B Opaysepe;

7. He otkpsiBaii paiiiasl U Apyrue BIOKEHHUS B MMChMAaXx JJayKe €CIIM OHU MPHIIUIA OT TBOUX
npy3eil. Jlydiie yTouHu y HUX, OTIPABIISUIN JIM OHU TeOe 3T (paiiibl.

oo

Lugposas penymayus

[Mudposas pemyranus - 3TO HEraTUBHAs WJIM MO3UTHBHAsA MH(popMauus B ceTu o Tede.
Kommpomerupyromas nahpopMmanus, pasMelieHHas B MHTEPHETE MOXKET CEPbE3HBIM 00pa3om
OTpa3uTbcs Ha TBOEW peanbHOH xu3HuU. «LludpoBas penyranus» - 3T0 TBOM UMUK, KOTOPBIH
dopMmupyercs u3 uHpopMauu o0 TeOe B UHTEPHETE.

TBoe MecTo kuTeNbCTBA, yueObl, TBOE (PUHAHCOBOE MOJIOKEHUE, OCOOCHHOCTH XapakTepa
U pacckasbl 0 OJIM3KHMX — BCE 3TO HAKAIJIMBACTCS B CETH.

MHorue noJpoCTKU JErKOMBICIEHHO OTHOCATCA K IMyOJNMKAlUMKU JTUYHON HHpOpMAIH B
WNuTtepHete, HEe MOHUMAst BOBMOXHBIX TTOCIEACTBUN. ThI Jaxe HEe CMOXKEITb T0Ta1aThCs O TOM, UTO
dororpacdus, pasmelieHHas 5 JeT Ha3all, cTajla IPUYUHON 0TKa3a IPUHATH TeOst Ha padoTy.

KomMmenTapuu, pa3menienue TBoux Gororpaduii u Apyrue 1eicTBUS MOTYT HE HCUE3HYTh
JIaXe TI0CIIe TOTO, KaK Thl UX yAAJIUIb. Thl HE 3HACITH, KTO COXpAHUJ 3Ty HH(OpMaIIUIO, Ioraja
JU OHA B TOWCKOBBIE CHCTEMBI M COXPAaHMUIACh JTM OHA, a TJIABHOE: YTO MOAYMAarT O Tebe
OKPY>KaIoIIee JIFOJU, KOTOPhble HAAYT U yBUAAT 3T0. HaliTu MHpOpMaLU0 MHOTO JIET CIyCTS
CMOKET JIF000H — KaK 13 JOOPhIX TOOYKICHH, TaK U ¢ HAMEPEHUEM MTPUUUHUTH Bped. ITO MOKET
OBITH KTO YTOJTHO.

OCHOBHBIE COBETHI 10 3aLIUTE HU(POBON pemyTauu:

1. Tlomymaii, mpexae 4eM 4yTO-TO MyOJWMKOBaTH M MepeaaBaTh y ceOs B Oyiore WiH B
COITMAJIHOM CETH;

2. B mactpoiikax mpoduis yCTAaHOBU OTPaHUYEHHUS Ha IPOCMOTP TBOETO MPOGUIIS U €T0
COAEPKUMOTO, CAETAl €ro TOJBKO IS IPY3€ei»;

3. He pa3memaii u He yka3bIBail nH(OpMAIIHIO, KOTOpas MOXKET KOT0-TH00 OCKOPOISATh
WU OOMKATh.

Aemopckoe npago

CoBpeMeHHbIE MKOJIbHUKH— aKTUBHBIE MOJB30BaTENN IU(POBOTO MpocTpancTBa. OIHAKO
JAJIEKO HE BCE 3HAIOT, YTO MOJb30BaHWE MHOTUMHU BO3MOXKHOCTSMH HU(POBOrO Mupa Tpedyer
COOJTI0ICHHSI TIPAaB HA MHTEIUICKTYAIBHYIO COOCTBEHHOCTb.

TepMuH «MHTEIUICKTyaldbHasi COOCTBEHHOCTBY» OTHOCHUTCS K Pa3JIMYHBIM TBOPCHHSIM
YeJI0BEYEeCKOr0 yMa, HauWHasl C HOBBIX M300PETEHUN M 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTH
Ha TPOJIYKTHI M YCIyTrd, W 3aKaH4YMBas KHUramMu, (ororpadusmMu, KHHOPWIBMAMH |
MY3BIKAIbHBIMU POU3BEICHUSIMHU.
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ABTOpCKHE TpaBa — 3TO MPaBa Ha HHTEJUICKTYAIbHYI0O COOCTBEHHOCTh Ha MPOM3BEACHUS
HAyKH, JINTEPATYPHI U UCKyCCTBA. ABTOPCKHUE IIpaBa BBICTYNAIOT B KAYE€CTBE rapaHTUU TOT'O, YTO
MHTEJUICKTYaJIbHBIN/TBOPUECKUI TPy aBTOpa HE OyJeT HamnpacHBIM, AACT €My CIIPaBEJINBbIC
BO3MOYKHOCTH 3apa00TaTh Ha pe3ysibTaTax CBOEro TPYAAd, MOJIYYHUTh U3BECTHOCTb U NPHU3HAHUE.
Huxkro 6e3 paspemnieHust aBTopa He MOXKET BOCIIPOM3BOIUTH €r0 MPOU3BEIEHUE, PACTIPOCTPAHSITD,
nyOoJIMYHO JI€MOHCTPUPOBATh, IPOAABATH, HWMIIOPTHPOBATH, IyCKaTb B NPOKAT, MyOJINYHO
UCTIOJIHATH, IOKA3bIBATH/UCHIOIHATD B A(Hpe Wi pazmemiaTs B IHTepHeTe.

Hcnonp30BaHue «IMPaTCKOT0» MPOrPaMMHOTO 00eCeueHHsI MOXKET MIPUBECTH K MHOTHM
pHCKaM: OT MOTEpPH [IaHHBIX K TBOMM AaKKayHTaM J0 OJOKHMPOBKHM TBOErO YCTpPOWCTBaA, IJie
YCTAQHOBJICHHBII He JierajgpbHas mporpamma. He crout Takke 3a0bIBaTh, UYTO CYIIECTBYET
JerajibHble U OecIIaTHbIE IPOrpaMMBbl, KOTOPbIE MOXKHO HAWTHU B CETH.

O nopmane

CereBu4oK.p) — TBOH TJIaBHBII COBETYMK B CETH. 3/€Ch Thl MOXKEIIb Yy3HATh O
0€30MacHOCTH B CE€TH TOHSTHBIM U JIOCTYIHBIM SI3bIKOM, @ NMPU BO3HUKHOBEHUU KPUTHUECKOU
CUTyalluu OoOpaTUThCS 32 COBETOM. A TakKe NMPHUHSATH ydacTUe B KOHKYypcax M CTaTh CaMbIM
M (pPOBBIM rpaxkTaHUHOM !
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